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[bookmark: _gcbmkB619ADBADE2C422091411CB60E4898F9]AI Terms
[bookmark: _gcbmk40F3AF98584D4A80BEB671EA1AD456AF]These AI Terms (“AI Terms") apply to artificial intelligence provided within the SaaS (“AI Technology(ies)”). Any third-party terms applicable to third party components shall apply and take precedence over these AI Terms as it relates to such third-party components. References to Software are to the Software/ Application Software within the SaaS.
1. [bookmark: _gcbmk7B8D262D0A0740E2816399CC12782F94]Output
1.1. [bookmark: _gcbmkFBD61845C7914CA9B7EF3EA634DAA387]“Output” means any results generated while operating the AI Technologies or any content generated by AI Technologies based on the data and other source content provided including without limitation Customer Data, and the data used to train the AI Technologies.
1.2. [bookmark: _gcbmk416B163E70BE4F80BC3386C5FFE9206D]It is acknowledged and agreed that:
[bookmark: _gcbmk056BE550ADE847119F8283E1BAE47070](a) Output is provided for assistance and information purposes only and does not entail or constitute legal, financial, operational or professional advice; 
[bookmark: _gcbmkEB9ED59C0E814067944B4CA5DCECCDFD](b) Output is created based on a statistical analysis of the source content, without any understanding of the source content as such; 
[bookmark: _gcbmk90F7A403D62241FEBA0CBD7E17B27584](c) all Output depends on the quality of the input data or other source content on which the Output is based, and IFS cannot have and does not accept any liability of any kind for any inaccurate or incomplete data or source content; and 
[bookmark: _gcbmk4A86AA85489D4DB0ABD44F3A6EEAE511](d) given the nature of AI functionality, its use may result in incorrect, incomplete, biased, unfair, unexpected or inaccurate Output, or which is otherwise unfaithful to the provided source content. 
[bookmark: _gcbmk33EAFCA4DCBC49DD8B029FD6A7A69A67](e) Customer is solely responsible for: 
[bookmark: _gcbmkB5F07F139E1C430DAA8840F1A9919627](i) The accuracy and quality of Customer Data and for any Output
[bookmark: _gcbmkD52BBE9BB9B04DC7AF9F1C343D567CD9](ii) Having all rights, licenses and permissions needed to input Customer Data into the AI Technologies; and;  
[bookmark: _gcbmkFD49B9395E15498EBCC1ACE29B368829](iii) Implementing appropriate controls and human oversight for verification and validation of bias within any source content and Output (which may require obtaining professional advice as appropriate), and the reliance on, and any decision, action or omitted action based on, any Output (including deciding whether any Output is suitable for the specific purpose to which it is put). 
1.3. [bookmark: _gcbmk45B5075AD2304749B17BA6377A13549D]Without prejudice to Customer’s rights in Customer Data:
[bookmark: _gcbmkBC8A6445430649728BC1DC79D4D76664](a) Output may not qualify for intellectual property protection; 
[bookmark: _gcbmk1D235295A3A14C45AC311EAA31C07D06](b) Similar or the same Output may be produced by the SaaS in response to similar requests from different customers; 
[bookmark: _gcbmk9098F925B8264912AE061D5EF4D2BE7D](c) Customer’s rights in any Output may not be enforceable against other users of the AI Technologies; and in any event, Customer’s ownership in the Output is subject to IFS and/or its licensor’s ownership rights in AI Technologies, Documentation, and data used to train the AI Technologies, or any derivatives thereof (“IFS Materials”). Customer is granted a license to use, and may only use, the IFS Materials in the Output to the same extent as Customer is permitted to use the SaaS; and
[bookmark: _gcbmkEF3E211723A240B0B918217BE3689322](d)	Subject to the foregoing, solely as between the Parties, Customer retains all ownership of Customer Data contained in the Output. IFS does not claim any ownership in the Output which Customer may own, subject at all times to IFS’ retaining all rights in IFS Materials. 
1.4. [bookmark: _gcbmkDFBC2131B5C94BAE98553123AE803C35]IFS’s indemnification obligations, to the extent provided in the Agreement, shall apply to the AI Technologies, but not to the Output. IFS disclaims all liability arising from Output that infringes third party IP rights.
2. [bookmark: _gcbmk6FCCE968CD5D4881AA832B3AFBBC21CA]Performance Improvement
2.1. [bookmark: _gcbmkD74AEC11F9594F4E9D09A6B1B14950D5]Customer agrees that IFS may use data, including Customer Data, to improve, personalize, and maintain the performance of its models and services within the Customer's Hosting Environment, subject to the provisions of these AI Terms.
2.2. [bookmark: _gcbmk8BA0CEC031194471B24361C9160F17C8]If requested by the Customer, the Parties will coordinate on the scope and nature of Customer Data used for such purposes. Customer may, with notice to IFS and subject to the exclusions within these AI Terms, opt out of the use of some / all Customer Data for such purposes, noting that opt-out may limit access to, or performance of, certain features or improvements derived from the services. 
2.3. [bookmark: _gcbmk487B736C93E8408AA9AE34396A7BD90D]Customer acknowledges that opt-out is not available in respect of:
[bookmark: _gcbmkF6DA151BF34943E59F0CB057694C103A](a) data used by IFS to manage its business relationship with Customer, including but not limited to for account administration and support communications (“Administrative Data”), or 
[bookmark: _gcbmk0F4FDD62FF5B42A3B42977A148F9690C](b) data generated by the SaaS or supporting infrastructure in connection with the operation, performance or security of the SaaS, including but not limited to system logs, telemetry, diagnostic data, service metadata, aggregated usage metrics, and anonymized data used to monitor, analyze, and improve the Service (“Operational Data”).
2.4. [bookmark: _gcbmk627FEC06EEB842C49A48F86D129FF9BE]All data processing for these performance improvement purposes will be conducted in compliance with applicable data protection laws and IFS’s data governance and security standards.
3. [bookmark: _gcbmk52E628779EF24135BF56B8E05E95091F]Legal Framework
[bookmark: _gcbmk8FACC7D497E6482AA8642A627732B35A]Customer acknowledges that the legal framework applicable to and the interpretation of competent courts and authorities regarding the use of certain AI Technologies is evolving and may be subject to future changes. If a change in law or the interpretation of a competent court or authority results in restrictions in the use of certain technology in the SaaS, Customer accepts that the scope of use may need to be reduced or the impacted technology be amended, replaced or discontinued to address such restrictions. 
4. [bookmark: _gcbmkF57BCAD9703D49119AB301830A1A1B93]Acceptable Use
4.1. [bookmark: _gcbmk40C10A579DA04AE1B1E0A3DF0F979DDA]Customer will use the AI Technologies responsibly, in a legally compliant manner and for internal business purposes only. 
4.2. [bookmark: _gcbmk91DD2A844E0747639B23F3E14FAE7495]Customer will not:
[bookmark: _gcbmk5533CBE71FCA42F3A1778D79C02A8AD8](a) Use the AI Technologies or the Output to develop, train, or improve other AI functionality, services or AI models, unless explicitly permitted by IFS,
[bookmark: _gcbmkC625CE792AF2453B86718ED66EC0F302](b) Use web scraping, web harvesting, or web data extraction methods to extract data from the AI Technologies or Output
[bookmark: _gcbmk4381CABE923D45E3BFBC46E477CEE125](c) Represent that Output was human-generated, or
[bookmark: _gcbmk7F3633070A1842538A63F050C83EBA0C](d) Input any sensitive data (being (a) special category data under the GDPR (or equivalent sensitive personal data under applicable law), (b) protected health information (including under HIPAA), (c) biometric identifiers used for the purpose of uniquely identifying an individual, (d) payment card data subject to PCI DSS, (e) government-issued identification numbers, and (f) any other data that applicable law or the Documentation designate as requiring heightened protection or restriction), personal data or images of individuals into the AI Technologies. unless expressly permitted by the Documentation and Customer has all rights, permissions and a lawful basis to do so
4.3. [bookmark: _gcbmkB51F29CE3DC24CC6898B7FE0C06898AC]Customer will not circumvent measures made available by IFS or a third-party, including but not limited to those intended to help prevent copyright infringement, data breaches, or security incidents. 
4.4. [bookmark: _gcbmk0C1C0D51F388493093D91B618CDB46ED]Any third-party components within the SaaS may only be used as a component of the SaaS and not otherwise, unless separately licensed by Customer.
4.5. [bookmark: _gcbmk964BCE1C0B154167BD5ACD7258EF59D1]Customer will not process any (a) special category data under the GDPR (or equivalent sensitive personal data under applicable law), (b) biometric identifiers used for the purpose of uniquely identifying an individual, (c) payment card data subject to PCI DSS, (d) government-issued identification numbers, (e) any other data that applicable law or the Documentation designate as requiring heightened protection or restriction) or (f) health information protected by regulations that control the use of medical data by AI functionality including without limitation, the GDPR, AI Act and the Health Insurance Portability and Accountability Act (including any implementing regulations and as amended from time to time). 
4.6. [bookmark: _gcbmk4C318FAFD3694886890D449C234E3F6A]Certain features of the Software may use artificial intelligence and machine learning technologies (“AI Features”). Except as pertaining to any AI Features designed with artificial intelligence as a foundational component driving and inseparable from core functionality (“AI-Native Feature”), as so designated by IFS from time to time, use of AI Features by Customer is discretionary. Some AI Features, but not any AI-Native Feature, may be enabled or disabled by Customer within the configuration options of the Software. 
4.7. [bookmark: _gcbmk3F7C6430915E4DAD9F1EA673E96CAAE9]IFS will configure the Software so that Outputs generated by AI Features are identified as AI-generated as legally required and, as an integral component of the AI-Native Features, will provide visibility into the basis or reasoning underlying AI-generated recommendations. Such explanatory information is provided to support user understanding and review only and does not constitute legal, regulatory, financial or professional advice, attestation.
4.8. [bookmark: _gcbmk5F3030552A154C08AE029B9EEDF96DC1]AI-Native Features operate within predefined functional scopes and authorization boundaries and do not independently take actions outside the permission context of the initiating user or system configuration. Any future expansion of AI-Native functionality will continue to operate subject to these constraints.
4.9. [bookmark: _gcbmkE4C37DFFBECB4E739A34DC8D7867872B]Customer shall not use any AI Feature as the sole basis for decisions that produce legal effects or similarly significant effects on individuals, except where expressly permitted by applicable law and supported by appropriate human oversight.
5. [bookmark: _gcbmk162F0F99F4394A068E8D807256226439]Data Protection and Isolation
5.1. [bookmark: _gcbmkD86E5243BF0840CAB93A46B6C8995E74]When Customer uses AI Features, IFS will protect Customer Data processed by such AI Features using appropriate layers of technical and organizational security measures consistent with IFS’s information security program and information security management system (ISMS), and, where evidenced by applicable assurance reports or certifications, aligned with applicable industry standards. Such measures may evolve over time in response to emerging threats, changes in technology, or legal and regulatory requirements.
5.2. [bookmark: _gcbmk58B250A01F314E558D18E40206D4C0B1]Customer Data processed in connection with the AI Features will be logically segregated (through technical and organizational controls designed to prevent customers from accessing each other’s data in a multi-tenant environment (for example, identity and access controls and tenant-level isolation), and does not necessarily imply dedicated physical infrastructure) from data of other customers. IFS will implement controls designed to prevent unauthorized cross‑customer access, inference or correlation through AI Features.
6. [bookmark: _gcbmkE92A5DA7F6694307BEC06383E4FC0866]Data Handling and Retention for AI Features
6.1. [bookmark: _gcbmkFCCD8A0A84A24AAF9279BA629CB0FFE0]IFS will configure AI Features such that Customer Data provided to or generated by the AI Features is not stored by the AI service components beyond what is necessary to deliver, maintain and provide support for the applicable functionality and is retained only as needed for the provision of the AI Features, including (as applicable) transient processing, caching, and security and diagnostic logging in accordance with IFS’s information security program and documented retention practices. For the avoidance of doubt, the persistent knowledge graph structure that constitutes the core data model of the Software, including all graph notes, edges, and encoded business rules maintained within Customer’s private environment is part of the Software purchased by Customer, is deemed necessary to deliver the applicable functionality and is not subject to the retention limits in this clause.
7. [bookmark: _gcbmkDF752D05DD744FDD836A8C3B98938D5F]Third-party services and Use of Data for Training AI Features
7.1. [bookmark: _gcbmkA7851BADD41A4E03A042360C62CF0F8F]AI Features may utilise third-party artificial intelligence services made available through third-party providers ("Third-Party AI Services"). Customer shall not use the AI Features in any manner that would cause IFS to violate any requirements applicable to Third-Party AI Services, including any applicable acceptable use terms or codes of conduct as identified in the Documentation.
7.2. [bookmark: _gcbmkD1AD089497D64CB0840A17DE33D4ECA8]To the extent IFS utilizes third-party or external AI services as part of the AI Features, IFS will implement appropriate measures designed to maintain logical segregation of Customer Data and will use commercially reasonable efforts to contractually require such third parties not to use Customer Data to train or improve their generally available models for the benefit of other customers unless otherwise specifically agreed by Customer in advance of such use.
7.3. [bookmark: _gcbmk5ADDFF90934A4C418DA93CFE00E47E07]When using third party services, temporary copies or intermediate data used for the relevant processing session will be handled in accordance with the applicable third-party service terms and IFS’s information security program and will be deleted or returned (as applicable) after completion of the relevant processing session, subject to reasonable technical constraints, any legal retention requirements and third-party data retention policy. IFS may replace or modify third‑party AI services where reasonably necessary to maintain security, compliance, availability or functionality of the AI Features.
7.4. [bookmark: _gcbmkCD5B7FB06CCC4533BBBDBE7B9B0B0027]Notwithstanding Section 2 (Performance Improvement), IFS will not use Customer Data processed through the AI Features to train, retrain or otherwise improve any shared or generally available AI models, outside Customer’s logically segregated, customer-specific environment, in order to benefit third parties, unless otherwise specifically stated in applicable terms or Documentation or agreed by Customer in advance of such use. For clarity, IFS may, continuously or periodically use Customer Data processed through the AI Features to train, retrain or otherwise improve the Software purchased by Customer, inside Customer’s private environment, for Customer’s benefit only, as defined and described in the relevant Documentation.
7.5. [bookmark: _gcbmkB9E4603AF80A4ADF94ABC98894923A66]Customer acknowledges that Third-Party AI Services may process Customer inputs, prompts, outputs and related metadata for purposes of providing, securing and maintaining the Third-Party AI Services and complying with applicable legal obligations, in each case in accordance with the applicable third-party terms and privacy documentation.
7.6. [bookmark: _gcbmk2E4032B9595F4B998B1C0F0FCCB602F5]For SaaS provided using Third-Party AI Services, IFS confirms that the relevant providers are bound by obligations of confidentiality substantially similar to those within the Agreement. Solely if and to the extent required by those providers, Customer expressly authorizes IFS to: (a) disclose that Customer is an IFS customer; and (b) permit the provider to store Customer Data in the hosting location or region used by IFS to provide the SaaS unless expressly stated otherwise.
7.7. [bookmark: _gcbmkAFB782D4ED954D5E9C48749DA7A25D16]To the extent the SaaS includes Microsoft components, Customer agrees and accepts that use of those Microsoft products is governed by the applicable provisions of the Microsoft Customer Agreement (usually published at https://www.microsoft.com/licensing/docs/customeragreement).
8. [bookmark: _gcbmk271751213E55419B9C623C9E4A923DCD]Access Controls and Content Filtering
8.1. [bookmark: _gcbmk7C506C66078B464E9A326978BD3B8C3B]IFS will maintain and enforce role-based access controls, authentication mechanisms and other technical and organizational measures designed to limit access to Customer Data processed through the AI Features to authorized personnel, systems and users. Access by IFS personnel for support, operations, maintenance and security purposes is permitted where necessary to provide the Services, subject to confidentiality obligations and access control policies consistent with IFS’s information security program.
8.2. [bookmark: _gcbmkCB8FA4EE7C6D4157B9AD8C2305A7571A]IFS will implement content filtering and other commercially reasonable safeguards designed to reduce the risk of unauthorized disclosure, leakage or misuse of Customer Data through the AI Features. Such content filtering shall be calibrated against the role-based access controls established above and is intended not to suppress or restrict outputs that are authorized by the requesting user’s access permissions, including evidence chain outputs generated as part of the AI-Native Features; provided that IFS may apply filtering or other safeguards to block or limit outputs where IFS reasonably determines there is suspected abuse, prompt injection, data exfiltration patterns, policy violations, or where required to comply with law or to protect the security, availability, or integrity of the Services.
9. [bookmark: _gcbmk3908068A75344CB898A6602964195706]Monitoring, Governance and Compliance
9.1. [bookmark: _gcbmk1253E569924A4322833540117A18D79F]IFS will subject the AI Features and underlying systems to regular monitoring as part of IFS’s information security program and risk management processes. Monitoring activities and safeguards may be adapted over time to address new threats, legal obligations or changes in system architecture.
9.2. [bookmark: _gcbmkB8A219B25C6F4BE391ED3D245DB57811][bookmark: _gcbmk28A3DDFDCC3145DEAF03169174D9111B]IFS will maintain an internal governance framework for its AI Features, including oversight by appropriate management or advisory functions, and policies and procedures designed to support responsible use of AI.  IFS’s information security management system is certified to ISO/IEC 27001 and IFS maintains a SOC 2 Type II report covering relevant controls, in each case as maintained and updated from time to time.
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